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	A.1 (a)
	Following documents may be reviewed to gain an understanding of the GL application:
	

	
	
	

	
	Documents describing user requirements
	

	
	These documents help in identifying the essential system components. 
	

	
	
	

	
	Documents describing cost benefit analysis
	

	
	These documents help in understanding the need and objective of each module and functionality of the application.
	

	
	
	

	
	Functional design specifications
	

	
	This document provides a detailed explanation of the application.
	

	
	
	

	
	Documents describing modifications in program
	

	
	Such documents will help in evaluating whether the application has been working satisfactorily, understanding the change in user requirements and change management controls.
	

	
	
	

	
	User manuals
	

	
	A review of the user manual will allow us to determine whether it contains appropriate guidance for the users.
	

	
	
	

	
	Technical reference manual
	

	
	Its review helps in understanding access rules and logic of the application.
	

	
	
	

	1 (b)
	Input Controls
	

	
	
	

	
	Terminal/Client’s workstation identification check
	

	
	This check is used to limit input to specific terminals as well as to individuals. Client workstations in a network can be configured with a unique form of identification, such as serial number or computer name, that is authenticated by the system.
	

	
	
	

	
	Effectiveness testing
	

	
	(i) Check if list of authorized terminals is in place and is updated.
	

	
	(ii) Attempt accessing the system from unauthorized terminal.
	

	
	(iii) Observe process of input and review source documents for evidence of authorization.
	

	
	
	

	
	OR
	

	
	
	

	
	Completeness check
	

	
	Fields like national identity card number accepts data of standard length. If incomplete card number is entered, an alert is generated to complete the entry. At record level, when we want to move on next record without entering mandatory fields’ value, an alert will be generated to complete the record entries.
	

	
	
	

	
	Effectiveness testing
	

	
	(i) Observing the data entry process.
	

	
	(ii) Input some records on test basis and intentionally skipping mandatory fields blank while adding new records.
	

	
	
	

	
	OR
	

	
	
	

	
	Authorization on source document
	

	
	Authorized person’s signature in an appropriate area of the source document provides evidence of proper authorization.
	

	
	
	

	
	Effectiveness testing
	

	
	Review some source documents corresponding to records present in the system and verify the authorized signatures.
	

	
	
	

	
	Processing Controls
	

	
	Exception reports
	

	
	Such reports are generated when some transaction or data appear to be incorrect.
	

	
	
	

	
	Effectiveness testing
	

	
	Review exception reports and check if these were reviewed by the concerned user and the evidence of actions taken thereof.
	

	
	
	

	
	OR
	

	
	
	

	
	Reconciliation of control totals 
	

	
	It involves checking of totals produced by the computer with those determined manually.
	

	
	
	

	
	Effectiveness testing
(i) Assessing whether the reconciliations are being prepared as appropriate.

(ii) Checking calculations as appearing on the reconciliations.
	

	
	
	

	
	OR
	

	
	
	

	
	File Version Check
	

	
	For correct processing, the system ensures that transaction should be applied to the most current database.
	

	
	
	

	
	Effectiveness testing
	

	
	Process some sample transactions and compare the results with current version of the database.
	

	
	
	

	
	Output Controls
	

	
	
	

	
	Printing and storage of output reports
	

	
	Critical output reports should be produced and maintained in a secure area in an authorized manner.
	

	
	Effectiveness testing 

(i) Review of the access rules 

(ii) Reviewing and assessing the procedures adopted by the management for monitoring the output.

(iii) Reconciliation of total pages printed with the readings as shown on the counter installed in the printer.
	

	
	
	

	
	OR
	

	
	
	

	
	Distribution of reports
	

	
	Authorized distribution parameters are set for output reports. All reports are logged prior to distribution. Recipient is required to sign the distribution log as evidence of receipt of output. 
	

	
	Effectiveness testing
	

	
	(i) Observation and review of distribution output logs. 
	

	
	(ii) Verifying recipients’’ signatures on distribution log.
	

	
	
	

	
	
	

	
	
	

	
	General Controls
	

	
	Segregation of duties
	

	
	Segregation of duties means that important responsibilities are distributed between two or more individuals which result in creating checks and balances as work of one person is checked by the other. If a single person is responsible for many activities it becomes easy for him to commit fraud or for errors to remain undetected.
	

	
	Effectiveness testing
(i) Observation and review of job description.

(ii) Review of authorization levels and procedures.
	

	
	
	

	
	Error control and correction reports
	

	
	They provide evidence of appropriate review, research, timely correction and resubmission.
	

	
	Effectiveness testing 

(i) Assessing and testing whether appropriate reports are being generated.

(ii) Checking the consequent corrections and their authorizations.
	

	
	
	

	
	OR
	

	
	
	

	
	Access to authorized personnel only
	

	
	Access to information/data should be based upon job descriptions.
	

	
	Effectiveness testing
(i) Review of access rules to ensure that these are appropriately based on the requirements.

(ii) Testing the compliance to access rules.
	

	
	
	

	
	Backup and Recovery
	

	
	Automatic back up of enables to recover from any unforeseen breakdown and mitigates the effects of data corruption.
	

	
	Effectiveness testing
	

	
	Observe the auto backup procedure.
	

	
	Attempt to restore the system from recent backup at an alternative location.
	

	
	
	

	A.2
	(i) What facilities, equipment and software will be available?
	

	
	(ii) Will staff assistance be provided?
	

	
	(iii) How quickly can access be gained to the host recovery facility?
	

	
	(iv) How long can the emergency operation continue?
	

	
	(v) How frequently can the system be tested for compatibility?
	

	
	(vi) How will confidentiality of the data be maintained?
	

	
	(vii) What type of security will be afforded for information systems operations and data?
	

	
	(viii) Are there certain times of the year, month, etc. when the partner’s facilities shall not be available?
	

	
	(ix) Whether costs to be billed have been agreed upon clearly?
	

	
	(x) Has appropriate clauses been included to ensure that commitment is fulfilled? (e.g. penalty clause)
	

	
	(xi) Does the agreement contain appropriate provision as regards the termination of the contract?
	

	
	
	

	A.3 (a)
	(i) Review measures to establish proper customer identification and maintenance of their confidentiality.
	

	
	(ii) Review file maintenance and retention system.
	

	
	(iii) Review exception reports.
	

	
	(iv) Review daily reconciliation of ATM transactions.
	

	
	(v) Review PIN (key) change management procedures. 
	

	
	(vi) Review the procedures for retained, stolen or lost cards.
	

	
	(vii) Review the effectiveness of physical controls. 
	

	3 (b)
	(i) Assignment of modification number and version number for each item in software inventory.
	

	
	(ii) Security over the access to software. OR Limiting the access to software to authorized persons only.
	

	
	(iii) Provision of facilities like encryption and automatic backup.
	

	
	(iv) Creating, updating and deleting the profiles of users for access to software inventory.
	

	
	(v) Maintaining audit trail for access to any item of software inventory.
	

	
	(vi) Interface with operating system, job scheduling system, access control system and online program management for provision of various features to users.
	

	
	(vii) Maintaining list of additions, deletions and modifications in overall library catalog.
	

	
	
	

	A.4 (a)
	Segregation of duties means that important responsibilities are distributed between two or more individuals. As a result check and balances are created as work of one person is checked by the other. 
	

	
	If adequate segregation of duties does not exist, the following could occur:
	

	
	· Misappropriation of assets OR Chances to fraud increases.
	

	
	· Inaccurate information (i.e. errors or irregularities remain undetected).
	

	
	· Modification of data could go undetected.
	

	
	
	

	4 (b)
	Suggested best practices for preventing and detecting frauds that may be committed by key information systems personnel are as follows:
	

	
	(i)
	Carry out periodic enterprise-wide risk assessments
	

	
	
	Periodic risk assessment procedure helps to identify risks which may result in loss to the organization.
	

	
	(ii)
	Clearly document insider threat controls.
	

	
	
	Clear documentation helps to ensure fewer gaps for attack and better understanding by employees.
	

	
	(iii)
	Carry out periodic security awareness training for all employees
	

	
	
	If the employees are trained and understand security policies and procedures, and why they exist, they will be encouraged and able to avert security lapses. 
	

	
	(iv)
	Implement strict password and account management policies and practices
	

	
	
	Password controls and account management policies are often not followed to avoid inconvenience. Without strict implementation such controls are of no use.
	

	
	(v)
	Log, monitor, and audit online actions of the employees
	

	
	
	Periodic logging, monitoring and auditing discourages and discovers inappropriate actions. 
	

	
	(vi)
	Use extra caution with system administrators and privileged users
	

	
	
	Typically, logging and monitoring is performed by a combination of system administrators and privileged users. Therefore, additional vigilance must be devoted to those users.
	

	
	(vii)
	Monitor and respond to suspicious or disruptive behavior
	

	
	
	Policies and procedures should be in place for all employees to report such behavior, with required follow-up by management. 
	

	
	(viii)
	Physical controls 
	

	
	
	Close circuit cameras, biometrics and digital door locks etc. serve a good physical control against insiders’ threat.
	

	
	
	
	

	
	(ix)
	Deactivate computer access immediately after termination
	

	
	
	Immediate deactivation policy will discourage losses due to lapses and slackness.
	

	
	(x)
	Job rotation
	

	
	
	Periodical rotation of responsibilities enhances the check and balance environment. It helps in detecting errors and irregularities which otherwise remain undetected.
	

	
	
	
	

	
	
	
	

	
	(xi)
	Forced leave policy
	

	
	
	Mandatory leave policy helps in successful succession planning. It also tests the organization’s preparedness in case its key IT personnel left.
	

	
	(xii)
	Restricted use of removable media
	

	
	
	This practice helps in minimizing the chances of virus and worms in the system. It also mitigates the chances of theft of sensitive data.
	

	
	(xiii)
	Access to sensitive data/ information on need to have basis
	

	
	
	This practice enhances the security and confidentiality of data. Since access to data is allowed on proper authorization, track of any modification to it can be detected easily.
	

	
	
	

	A.5
	
	Assets
	Threats
	Impact
	Controls
	

	
	(i)
	Information/data
	· Errors
	· Business interruption

· Monetary  loss
	· Users’ training

· Input and verification by different persons

· Data validation checks.
	

	
	
	
	· Malicious damage/attack

· Viruses

· Hackers
	· Denial of service

· Business interruption

· Loss of business opportunity

· Loss of data

· Monetary  loss
	· Properly configured firewall

· Installing updated definitions of anti-virus programs

· Restricting use of removable drives.

· Proper backup plan
	

	
	
	
	· Theft
	· Loss of business opportunity

· Leakage of business secrets.

· Legal repercussions 
	· Use of strong passwords

· Use protected communication lines for data transmission

· Restricting use of removable drives. 
	

	
	
	
	· Electric Surge
	· Loss of data

· Business interruption.
	· Proper maintenance of water fittings

· Using stabilizers and circuit breakers

· Proper maintenance of electric circuitry
	

	
	(ii)
	Hardware
	· Theft
	· Business interruption

· Monetary  loss
	· Security guards 

· Lock and key

· Digital locks

· Biometric locks

· Prohibiting one person to work alone.
	

	
	
	
	· Equipment failure

· Physical damage
	· Business interruption

· Loss of business opportunity
	· Hardware backup
· Periodic maintenance

· Maintenance contracts
	

	
	
	
	· Electric Surge
	· Loss of equipment

· Business interruption.
	· Proper maintenance of electric fittings 

· Using stabilizers and circuit breakers
	

	
	
	
	· Fire
	· Business interruption

· Loss of equipment and facilities.
	· Fire proof rooms

· Alternative hardware and facilities arrangement 

· Fire alarms 

· Fire extinguishers. 
	

	
	
	
	· Water
	· Business interruption 

· Loss of data.
	· Proper maintenance of water fittings and drainage system

· Raised floors
	

	
	(iii)
	Software
	· Program errors

· Bugs

· Trap doors 
	· Business interruption 

· loss of data

· loss of confidentiality
	· Testing before implementation 

· Source code review

· Software maintenance
	

	
	
	
	· Malicious damage/attack
	· Denial of service

· Business interruption 

· Loss of business opportunity

· Loss of data
	· Properly configured firewall 

· Installing updated definitions of anti-virus programs

· Restricting use of removable drives.
	

	
	
	
	· Use of pirated software
	· Legal consequences

· Loss of reputation
	· Compliance of software licenses 

· Prohibiting users from installing programs 
	

	
	(iv)
	Personnel
	· Health hazards
	· Business interruption
	· Proper work environment

· Proper job description

· Mandatory vacations.
	

	
	
	
	· Injuries
	· Business interruption
	· Proper maintenance of electric fittings

· Wet floor cautions.
	

	
	
	
	· Resignation
	· Business interruption
	· Succession planning

· Program documentation.
	

	
	
	
	· Death
	· Business interruption
	· Succession planning

· Program documentation.
	

	
	
	

	
	
	


	A.6 (a)
	The company can made use of the B2C model in the following way:
	

	
	
	

	
	(i) The company can make basic information of its products available at its website. Such information may include product price, availability, features of the product and any additional charges such as delivery or insurance etc. When such information is available to potential customers in an easy to understand format, it will be easier for them to make decisions and they will be automatically attracted towards company’s website.
	

	
	
	

	
	(ii) The company can provide some form of personalization of the website for repeat visits such as welcoming the customer by name or displaying a list of products already reviewed. This would help make the site more customer-friendly and probability of customers’ visiting the company’s website before any related purchase would increase.
	

	
	
	

	
	(iii) Providing some incentives to use the website such as loyalty points may help to attract more customers.
	

	
	
	

	
	(iv) New customers may be reached, especially those who are not located within traveling distance of the company’s sales outlet.
	

	
	
	

	
	(v) When a purchase is made on company’s website, customer information will be stored by the company’s computer system. This information can be used to help provide repeat business for the organization.
	

	
	(vi) Data can be mined to identify relationship in purchases.
	

	
	
	

	
	(vii) The company can carry out business on 24 X 7 basis.
	

	
	
	

	6 (b)
	B2B model can assist the company in improving its performance in the following manner:
	

	
	
	

	
	(i) Managing inventory more efficiently.
	

	
	
	

	
	(ii) Suppliers can be given access to stock levels such that when stocks fall below a re-order level, the supplier will automatically send replacement stocks. Thus less employee time will be spent in reviewing stock levels, and replacement stocks will be received immediately when they are required. 
	

	
	
	

	
	(iii) Self generated e–mails can be used to inform suppliers about new stock requirements. 
	

	
	
	

	
	(iv) Information concerning stock deliveries and receipts can be sent by Electronic Data Interchange. This will provide time and cost savings.
	

	
	
	

	
	(v) Payment process can be expedited by making payments electronically.
	

	
	
	

	
	(vi) Paperless environment.
	

	
	
	

	
	(vii) Need to re-enter the data will be reduced.
	

	
	
	

	
	
	


	A.7 (a)
	Key contents of RFP:
	

	
	Information given to vendors
	

	
	(i) Broad background of the Techno International’s business.
	

	
	(ii) Details of the information technology environment.
	

	
	(iii) Requirements of the system for which proposal has been requested.
	

	
	(iv) How will the proposal be evaluated?
	

	
	(v) Criteria for the eligibility of the vendors.
	

	
	(vi) General procurement policies (if any).
	

	
	(vii) The format of the proposal to facilitate comparative evaluation of the proposal.
	

	
	(viii) Identifying the timing of submission, including any bonds that may be required and the place and manner of submission.
	

	
	
	

	
	Information required from vendor
	

	
	(i) Source code availability.
	

	
	(ii) Minimum hardware requirements for the proposed software
	

	
	(iii) Availability of the offered product’s complete and reliable documentation.
	

	
	(iv) List of recent or planned enhancements to the product, with dates.
	

	
	(v) List of clients using the offered product.
	

	
	(vi) Availability of support status (24 X 7 online help, onsite maintenance etc).
	

	
	(vii) Provision for staff training.
	

	
	(viii) Evidence of vendor’s financial stability.
	

	
	(ix) Evidence of relevant experience.
	

	
	
	

	7 (b)
	Key activities in ensuring transparency in receiving and recording RFPs:
	

	
	(i) Advising all suppliers of the format (including method of submission e.g. sealed envelopes, by post etc.) and deadline for submissions and the place where the submission should be lodged. 
	

	
	(ii) Ensuring that all vendors have equal and adequate time to submit the proposal. 
	

	
	(iii) Ensuring that all bids are opened at the same time and in the presence of suppliers. 
	

	7 (c)
	Key activities involved in short listing the proposals:  
	

	
	(i) Eliminating proposals from vendors that do not meet the minimum requirements specified in the RFP.  The reason for this should be documented and preferably communicated to the supplier. 
	

	
	(ii) Evaluating the remaining proposals so that the relative merits and weaknesses of each solution are documented and compared. 
	

	
	(iii) Eliminating all but a few proposals from further consideration,  documenting the reasons for rejection and advising the suppliers who have been short listed. 
	

	
	
	

	7 (d)
	The project team may arrange the following to validate the vendors’ responses:
	

	
	· Walkthrough tests
	

	
	· Demonstrations
	

	
	· Benchmark tests
	

	
	· Visiting or calling the vendors’ current clients to verify his claims.
	

	
	
	

	
	
	

	A.8 (a)
	Load Testing
	

	
	It is used to test the expected usage of system (software) by simulating multiple users accessing the system's services concurrently.
	

	
	
	

	
	Stress / Volume / Bulk Testing 
	

	
	It is used to test the raised usage of system (beyond normal usage patterns) in order to test the system's response at unusually high or peak load.
	

	
	
	

	
	Performance Testing 
	

	
	It is used to determine how fast the system performs under different workloads.
	

	
	
	

	8 (b)
	Parallel Changeover
	

	
	This technique includes the running of both existing (old) and new software in parallel and shifting over to the news system after fully gaining confidence on the working of new software.
	

	
	
	

	
	Phased Changeover
	

	
	In this approach, the older system is broken into deliverable modules. Initially, the first module of the older system is phased out using the first module of the newer system. Then, the second module of the older system is phased out, using the second module of the newer system and so forth till the last module.
	

	
	
	

	
	Abrupt / Direct / Plunge Changeover
	

	
	In this approach the new system is introduced on a cutoff date / time and the older system is discontinued simultaneously.
	

	
	
	

	
	Pilot Changeover
	

	
	In this approach, the new system is implanted at a selected location of the company, such as only one branch office (using direct or parallel changeover approach). After the system proves successful at the selected location (pilot site), it is implemented into the rest of the organization.
	

	
	
	

	8 (c)
	Changeover to the newer system broadly involves four major steps:
	

	
	(i) Training to the employees or users.
	

	
	(ii) Installation of new hardware, operating system, application system.
	

	
	(iii) Conversion of files and programs and migration of data.
	

	
	(iv) Scheduling of operations and test running for go-live or changeover.
	

	
	
	

	
	
	

	
	
	

	8 (d)
	Probable risks during changeover process include:
	

	
	(i) Loss of assets.
	

	
	(ii) Data corruption / deletion.
	

	
	(iii) Loss of confidentiality.
	

	
	(iv) Impairment of system effectiveness.
	

	
	(v) System efficiency may be affected.
	

	
	(vi) Resistance from staff.
	


(THE END)
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