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Q.2  a. Define and explain briefly four different services of security- 
Confidentiality, Integrity, Authentication and Non-repudiation. 

Answer:

       
Q.3  c. Define a S-Box and mention the necessary condition for a S-Box to be 

invertible. What is the difference between Linear & Non-Linear S- Boxes? 
Answer: 
   An S-box (Substitution box) can be thought of as a miniature substitution 

cipher. An S-box can be invertible if the number of input bits is same as the 
number of output bits.   

 
Q.5   a. Explain CBC mode. Also list its advantages and disadvantages. 
Answer: 
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Q.6    b. What is the minimum & maximum number of padding bits that can be 

added to a message? Explain. 
Answer: Page Number 370 of Text Book   
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Q.7    c. What is the need for a key-distribution centre (KDC)? 
Answer:
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Q.8    a. Explain how Bob and Alice exchange the secret key for encrypting 
messages in PGP.   

Answer: 

  
  b. What is CMS? Name all the content types defined by CMS and their 

purposes.       
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Answer: 

   
 

 
 
 
Text Book 

 
Behrouz A. Forouzan, Cryptography & Network Security, Special Indian Edition 
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