ACT76/ATT6 CRYPTOGRAPHY & NETWORK SECURITY

Q.2 a. Defir!e and explain briefly four different services of security-
Confidentiality, Integrity, Authentication and Non-repudiation.
Answer:

ANSLZd.

Confidentiality, also known as secrecy:

(only an authorized recipient should be able to extract the contents of the message from its encrypted
form. Otherwise, it should not be possible to obtain any significant information about the message
contents.

Integrity: =

[the recipient should be able to determine if the message has been altered during transmission.

Authentication:
* [the recipient should be able to identify the sender, and verify that the purported sender actually did

send the message.
Non-repudiation: -
[the sender should not be able to deny sending the message.

-

Q.3 c. Define a S-Box and mention the necessary condition for a S-Box to be
invertible. What is the difference between Linear & Non-Linear S- Boxes?
Answer:
An S-box (Substitution box) can be thought of as a miniature substitution
cipher. An S-box can be invertible if the number of input bits is same as the
number of output bits.

Q.5 a. Explain CBC mode. Also list its advantages and disadvantages.
Answer:
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~ Ans5a. Cipher Block Chaining (CBC) Mode
This is a simple way to prevent identical cleartext blocks of becoming identical cipherte
blocks. In this mode, cipher block i—1 is passed through to be XCRed with the cleartext block i,
- the result is encrypted to form cipher block i. An initialization vector (IV) is used to start out.
This IV need not be secret but it’s integrity should be protected. Authentication is a way of
preserving integrity, keeping IV secret is alsg a solution to preventing tampering when
authentication is not available.
Advantages and disadvantages:
1. Identical plaintexts result when the same plaintext is enciphered and
under the same key and IV . Changing the IV, key, or first plaintext
block (say with a counter) results in different ciphertext.
2. An error in a ciphertext block yj will affect decipherment of blocks x;
and xj+1 (we leave it as an exercise to convince yourself of this). If this
is the only error, all the other blocks decrypt to the correct plaintext

1. Encryption: yo = IV,
For 1 e Erekdli— £y i

Advantages and disadvantages:

1. Identical plaintexts result when the same plaintext is enciphered and under
the same key and IV. Changing the IV, key or first plaintext block (say with a
counter) results in different ciphertext.

2. An error in a ciphertext block y; will affect decipherment of blocks xj and xj+1
If this is the only error, all the other blocks decrypt to the correct plaintext
blocks.

3. Rearrangement of the ciphertext blocks highly affects decryption.

Q.6 b. What is the minimum & maximum number of padding bits that can be
added to a message? Explain.
Answer: Page Number 370 of Text Book
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Q.7 c. What is the need for a key-distribution centre (KDC)?
Answer:

Ans7c. THE NEED FOR KEY DISTRIBUTION CENTERS:
» Let’s say we have a large number of people, processes, or systems that want to communicate with one
another in a secure fashion. Let’s further add that this group of people/processes/systems is not static,
meaning that the individual entities may join or leave the group at any time.

_+ A simple-minded solution to this problem would consist of each party physically exchanging an en-
cryption key with every one of the other parties. Subsequently, any two parties would be able to estab-
lish a secure communication link using the encryption key they possess for each other. This approach is
obviously not feasible for large groups of people/prbcesses/systems, especially when group member-
ship is ever changing.

« A more efficient alternative consists of providing every group member with a single key for securely
communicate with a key distribution center (KDC). This key would be called a master key. When A
wants to establish a secure communication link with B, A requests a session key from KDC for com-

municating with B.

o The Kerberos administrative domain is a “realm”
_ Realm names are typically the domain's DNS name in all caps (i.e. “fon.com” becomes
“FO0.COM”)
o Authentication mediated through a central server called the “Key Disribution Center” (KDC)
— Each user and service shares a secret key with the KDC
~ The KDC generates and distributes session keys

" _ Communicating parties prove o each other that they know the session key

The Kerberos KDC consists of two parts.

— Authentication Server (AS) .

o Issues “Ticket-Granting Tickets” (TGT)

— Ticket Granting Server (TGS) B
o Issues service tickets

o The Kerberos KDC must be secure and reliable

~ Replication can be used to improve availability

_ Security is required to avoid a compromise of the

:;E;:“hixl I;:ii'];(h'o|l-:f|-f-:: ;]\ _u_-:,c.-.rllu'_an'\_e and server name to the KDC
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Q.8 a. Explain how Bob and Alice exchange the secret key for encrypting
. messages in PGP.
Answer:

Ans8a. The steps required are as follows:

-

1. Alice generates a signature ¢ for her message m as in the Authentication scheme

C=pk.encrypta(SHA(m))

N

. Alice generates a random session key k and encrypts the message m and
the signature ¢ using a symmetric Cryptosystem to obtain Ciphertext C

C=sk.encrypt(m,c)
4. She encrypts the session key k using Bob’s public key
K" = pk.encrypty,(k)
5. Alice sends Bob the values (k',C)
6. Bob recieves k’ and C and decrypts k’ using his private key Bd to obtain the session key k
k=pk.decrypta(k’)
7. Bob decrypis the ciphertext C using the session key k to obtain m and ¢
(m,c) = sk.decrypt(C)

8. Bob now has the message m. In order to authenticate it he uses Alice’s public key Ae to decrypt
the signature ¢ and hashes the message m using SHA-1,

If SHA(in) = pkdecrypt,(c)

Then the message s authenticated,

b. What is CMS? Name all the content types defined by CMS and their
purposes.
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Answer:

Ans:
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