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support, which keep pace with the changing needs of today’s society.

This mark scheme is published as an aid to teachers and students, to indicate the requirements
of the examination. It shows the basis on which marks were awarded by examiners. It does not
indicate the details of the discussions which took place at an examiners’ meeting before marking
commenced.

All examiners are instructed that alternative correct answers and unexpected approaches in
candidates’ scripts must be given marks that fairly reflect the relevant knowledge and skills
demonstrated.

Mark schemes should be read in conjunction with the published question papers and the report
on the examination.
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MARKING INSTRUCTIONS

PREPARATION FOR MARKING

TRADITIONAL
Before the Standardisation meeting you must mark at least 10 scripts from several centres. For this preliminary marking you should use pencil and
follow the mark scheme. Bring these marked scripts to the meeting.

MARKING

1.

2.

Mark strictly to the mark scheme.
Marks awarded must relate directly to the marking criteria.

The schedule of dates is very important. It is essential that you meet the traditional 40% Batch 1 and 100% Batch 2 deadlines. If you experience
problems, you must contact your Team Leader (Supervisor) without delay.

If you are in any doubt about applying the mark scheme, consult your Team Leader by telephone or by email.

Work crossed out:

a. where a candidate crosses out an answer and provides an alternative response, the crossed out response is not marked and gains no
marks
if a candidate crosses out an answer to a whole question and makes no second attempt, and if the inclusion of the answer does not cause
a rubric infringement, the assessor should attempt to mark the crossed out answer and award marks appropriately.

Always check the pages (and additional lined pages if present) at the end of the response in case any answers have been continued there. If
the candidate has continued an answer there then add an annotation to confirm that the work has been seen.

There is a NR (No Response) option. Award NR (No Response)

- if there is nothing written at all in the answer space

- OR if there is a comment which does not in anyway relate to the question (e.g. ‘can’t do’, ‘don’t know’)
- OR if there is a mark (e.g. a dash, a question mark) which isn’t an attempt at the question

Note: Award 0 marks - for an attempt that earns no credit (including copying out the question)

Assistant Examiners will email a brief report on the performance of candidates to your Team Leader (Supervisor) by the end of the marking
period. Your report should contain notes on particular strength displayed as well as common errors or weaknesses. Constructive criticism of
the question paper/mark scheme is also appreciated.
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Question Answer Marks Guidance
1] (a) (Cyber) terrorists (1) 1 Correct Answer Only (CAO)
(LO1.5)
(b) Data Manipulation (1) 2
Data Theft (1) (LO1.4) | NOT data modification
Data Destruction (1)
(c) Individuals (1) 2 Two from list.
Equipment (by example) (1) (LO1.3)
Organisation (1) DNA data / information as these are given in Q
2 | (a) Taking a copy of the data (1) at a given point / time in the 3
day (1) (LO3.1)
Storing the copy in a secure location / off site (allow an
example) (1)
Password protecting / encrypting the data (1)
Any other valid suggestion
(b) Users are aware (1) of the rules of using the (social media) 3
website (1) (LO3.3.1)

AUP provides guidelines (1) of what can / cannot be
posted / shared / commented (1)

In case of a dispute (1) the AUP can be referred to (1)

By signing the AUP (1) users are agreeing (1) to the rules
(1)

Any other valid suggestion
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Question Answer Marks Guidance
(c) e Unauthorised access/hacking (1%) 3 18t mark for identification
e A correct (1) username AND password must be entered to | (LO2.1) | 2™ & 3 marks for description
access the account (1) _ o
e Incorrect (1) user name and password will deny access to To be considered for the description marks, the 1
the account (1) mark must have been awarded.
e If incorrect user name and password (1) are entered ) o
multiple times / example then the account will be locked (1) Read the WHOLE response as identification may not
e Any other valid suggestion have been given in the type box.
Allow data theft
(d) Someone else/third party/hacker (1) 3
Gain access to personal details/accounts (by example) (1) | (LO2.1)

Pretending to be you/impersonate (1)
Details used without permission (1)

To obtain loans / goods / fraud / example (1)
Any other valid suggestion
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Question Answer Marks Guidance
(e) Access rights/permissions (1%!) based on user names (1) 6 2 from list:
which limit accessibility to data / information / device (1) (LO3.1) o _ o
Biometric (1st) based on physical characteristic (1) 1ndmarr5 for identification
example (1) 2" & 3" marks for description
Alnti-virus s;)ftware (1) I(I:hecks for any \gruse(c:‘l, )(1) and To be considered for the description marks, the 1%t
alerts user / automatically quarantines them ’
Firewalls (1%) monitors traffic into and out of the network / mark must have been awarded.
device (when connected to the Internet) (1) and if traffic The focus of the Q is logical methods
doesn’t meet the rules it is denied access (1)
2FA (1%!) uses another device/app/email (1) to generate The method must be appropriate for a portable
an OTP/Code/ confirm identity (1) device.
Any other valid suggestion
3 | (a) To protect information / data (1) 2 2 from list
To keep information / data confidential (1) (LO1.2) o _ . _ .
To maintain the availability of information / data (1) DNA maintain the integrity of information & data as
this is given in the Q
3 | (b) Customer details are stored on the laptop (1) and 2
protecting these is a legislative requirement / example of (LO1.2)

legislation (1) to prevent hacking/information being
released (1)

Business data / information is held on the laptop (1) and
needs to be protected (1)

To ensure the florists stays safe (1) whilst online (1)
Any other valid suggestion
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Question Answer Marks Guidance
3 | (c) Financial (1) 2 Up to 2 marks available for a description of a loss
e May need to pay customers / suppliers’ compensation (1) | (LO2.4) |impact
if details are stolen (1)
e Any other valid suggestion It is possible to award marks without loss impact
Data (1) being specifically defined.
e Customer / supplier / stock data is held (1) may be
difficult to get records back (1)
¢ Any other valid suggestion
Reputation (1)
e Customers / suppliers may not want to deal with florist (1)
if they know that details have been stolen (1)
e Any other valid suggestion
3 |(d)| (i) |« Computer Misuse Act (1) 1 CAO
LO1.6) | Accept CMA/Computer Misuse, ignore any reference
to date
3 | (d) | (ii) | e« The customer did not have authorisation to access the 4 Up to 3 marks for an explanation, 1 mark available for
laptop / files stored on it (1) The Act makes it illegal (1) to (LO1.6) |an appropriate example.
carry out an unauthorised access (1) . :
e Data stored on the laptop (1) has been deleted (1) which To be. consudsred for marks for explanation mark for
means that part 3 (of the CMA) has been broken. (1) part (i) must have been awarded
o Example (1) e.g. Customer records have been deleted /
the laptop has been accessed illegally
(e) e Hacking (1) into the wi-fi as there is no security on the 2
connection (1) (LO2.2)

o DOS/(DDOS) attack (1) flooding/overload the wireless
point with data / making it inaccessible (1)

e Theft (1) stealing the wifi access point (1)

e Any other valid suggestion
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Question Answer Marks Guidance
(f) Indicative content 9 Levels of response marking approach
(LO2.3)

Malware

e Any program or file that is harmful to a computer user.

e Types of malware can include computer viruses, worms,
Trojan horses and spyware

DoS

e A Denial of Service attack

e An attack where the attacker attempts to make a
machine or network resource unavailable to its users by
disrupting services of a host connected to the Internet.

e The attack floods the targeted machine or website with
requests to attempt to overload systems and prevent
legitimate requests from being fulfilled.

Botnet

e A number of Internet-connected devices, each of which
is running one or more bots.

e Can be used to carry out a distributed denial-of-service
attack (DDoS attack),
Can be used to steal data and send spam

e They allow the attacker to access a device and its
connection.

7-9 marks

Learner has shown a detailed level of understanding
by discussing more than one system vulnerability that
could lead to a cyber security attack on the florists.
Relevant and appropriate examples are provided.
Specialist terms will be used correctly and
appropriately.

4-6 marks

Learner has shown a good level of understanding by
explaining at least one system vulnerability that could
lead to a cyber security attack on the florists.
Explanations may be limited in depth in the
expansion(s).

Some relevant examples are provided although these
may not always be appropriate.

Specialist terms will be used appropriately and for the
most part correctly.

1-3 marks

Learner has identified points relevant to system
vulnerabilities that could lead to a cyber security
attack on the florists.

This may take the form of a bulleted list.
Examples, if used, may lack relevance.

There will be little, if any, use of specialist terms.

0 marks
Nothing worthy of credit.

These are the system vulnerabilities defined in the
Spec
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