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Introduction 
Our examiners’ reports are produced to offer constructive feedback on candidates’ performance in the 
examinations. They provide useful guidance for future candidates. The reports will include a general 
commentary on candidates’ performance, identify technical aspects examined in the questions and 
highlight good performance and where performance could be improved. The reports will also explain 
aspects which caused difficulty and why the difficulties arose, whether through a lack of knowledge, poor 
examination technique, or any other identifiable and explainable reason. 

Where overall performance on a question/question part was considered good, with no particular areas to 
highlight, these questions have not been included in the report. 

 

Note to Centres 

There were a number of centres who had selected an invalid combination of units or had claimed the 
wrong units for a candidate that prevented overall qualifications results being issued. Please note that it 
is the responsibility of the centre to check that correct units have been entered for certification claims. 
OCR cannot guarantee that the issuing of results in these circumstances will meet deadlines for UCAS 
confirmation. 

Sector Update 

Two key changes have occurred in relation to the Level 3 Technicals qualifications, both in relation to the 
examined units; firstly, an additional re-sit has been allowed, so candidates can have 2 further attempts 
at an examined unit if they wish to improve their result from the first attempt made. And secondly, a ‘near 
pass’ R grade has been introduced, which enables candidates who do not pass but achieve sufficient 
marks to gain some points for their examined unit outcome, which may mean that it is not necessary to 
re-sit the exam. 
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Paper Unit 2 series overview 
It was pleasing to see the improvement in the level of technical language from January maintained 
although there was a dip in understanding of the underlying principles of cyber security with many terms 
not clearly defined. Centres should make sure that candidates are familiar with all areas of the unit 
content before being entered for the external examination. 
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Section overview 
To reiterate from the examiner’s report in January, high marks require three elements: knowledge of the 
subject area, an understanding of the requirements of the keyword in the question and an application of 
the answer to the scenario. In many of the responses marked, one or more of these elements was 
missing. Candidates should be aware of the differing command words, e.g. identify, describe, explain, 
discuss, and the demands of each of these and how these command words require different depths of 
response. This was lacking in many responses. There is a teacher guide, available on the OCR website, 
on command verb definitions that gives the expectations of each one. 

Question 1a 

 

This was done reasonably well with candidates able to identify two different forms of social engineering.  

Question 1b 

 

These are listed in the specification and required a regurgitation of knowledge. Many candidates gave 
data manipulation instead of modification as their answer. These are basic definitions that should be 
learnt. 
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Question 1c 

 

There are four motivations listed in the specification, one was identified in the question, this left two from 
a possible three. Many students did not achieve these simple low level marks due to a lack of 
knowledge. They should have a copy of the specification and at least know the terminology, this will 
allow them to access these basic marks. 

Question 2a 

 

This comes from Section 2.1 of the specification – types of threat and whilst may could identify the type 
of attack, a description was less forthcoming. Many repeated the content of the question, redescribing 
what had happened without adding any further details or linking it to the question. 

Question 2b 

 

This was a knowledge based question and it was pleasing to see that there was an increase in the 
number of students who correctly identified the Act from previous sessions. 

  



Level 2 Cambridge Technical in IT - Unit 2 - Summer 2019 Examiners’ report 

 7 © OCR 2019 

Question 2c 

 

This was a higher level question. It was asking the candidate to explain what the impact was on the 
customer. Many gave general answers or repeated themselves and gave the same answer twice. As an 
explanation, the level of detail required in the answer is greater than a description and this is reflected in 
the number of marks. Candidates who did only write one line were not giving enough information to be 
able to access all of the marks. 

Question 2d 

 

This question was poorly answered. The majority of candidates seemed unaware of token authentication 
and gave answers based on two factor authentication instead. 
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Question 2e 

 

Very few candidates gave answers based around roles, responsibilities, username and access rights. 
The vast majority of responses seemed to be based around what they could access on the internet. 
Section 3.1 is an important one in understanding how to minimise the impact from cyber security 
incidents and an understanding of the terms and how they are applied is important. 

Question 3a 

 

The question was focusing on a system vulnerability. It was unfortunate that a large number of 
candidates gave general vulnerabilities and in particular ones that were human related, missing the point 
of the question. 
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Question 3b 

 

Hacking was the most popular correct answer that was seen for this question, there were a few who 
gave DOS/DDOS but very few developed their answer to gain the description marks. 

Question 3c 

 

This was a knowledge regurgitation question and was answered very well with most identifying one type 
of malware and many, two.  

Question 3d 

 

Many candidates did not know what a firewall was or how it could be used to increase security. Very few 
candidates were able to explain how a firewall worked in any specific way or use technical language to 
do so. 
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Question 3e 

 

Passwords was the most common correct answer given here but as in many other questions, candidates 
did not apply examination technique and identify and fulfil the requirements of the keyword. Few 
expanded on passwords to describe how it would work. 

Question 3f 

 

This question is marked using a level of response mark scheme. The low mark band is identification, the 
middle mark band is description and marks in the top band are given for discussion. The content is as 
important as meeting the requirements of the command word. Many candidates did not focus on the 
personal digital assistant nor did they explain why cyber security was important. These two elements 
were required for top band answers. There were many descriptions with the majority of candidates 
achieving mark band two with a small number merely listing. 

It is important that the candidates are aware of the content and able to apply their knowledge and 
understanding to the context required but they must also look at the command word and make sure that 
there is sufficient depth in their response. The scattergun approach – identify as many points as possible 
will achieve a mark in the low mark band. The response being looked for is about depth of answer and 
not breadth.  
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Supporting you 
For further details of this qualification please visit the subject webpage.

Review of results

If any of your students’ results are not as expected, you may wish to consider one of our review of results 
services.  For full information about the options available visit the OCR website.  If university places are 
at stake you may wish to consider priority service 2 reviews of marking which have an earlier deadline to 
ensure your reviews are processed in time for university applications. 

Mark grade boundaries

Find the grade boundaries for this series on the OCR website.

CPD Training
Attend one of our popular CPD courses to hear exam feedback directly from a senior assessor or drop in 
to an online Q&A session.

Please find details for all our courses on the relevant subject page on our website. 

www.ocr.org.uk
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OCR’s resources are provided to support the delivery of OCR 
qualifications, but in no way constitute an endorsed teaching 
method that is required by OCR. Whilst every effort is made 
to ensure the accuracy of the content, OCR cannot be held 
responsible for any errors or omissions within these resources.  
We update our resources on a regular basis, so please check the 
OCR website to ensure you have the most up to date version.

This resource may be freely copied and distributed, as long as  
the OCR logo and this small print remain intact and OCR is 
acknowledged as the originator of this work. 

Our documents are updated over time. Whilst every effort is made 
to check all documents, there may be contradictions between 
published support and the specification, therefore please use the 
information on the latest specification at all times. Where changes 
are made to specifications these will be indicated within the 
document, there will be a new version number indicated, and a 
summary of the changes. If you do notice a discrepancy between 
the specification and a resource please contact us at:  
resources.feedback@ocr.org.uk.

Whether you already offer OCR qualifications, are new to OCR, or 
are considering switching from your current provider/awarding 
organisation, you can request more information by completing the 
Expression of Interest form which can be found here:  
www.ocr.org.uk/expression-of-interest

Please get in touch if you want to discuss the accessibility of 
resources we offer to support delivery of our qualifications: 
resources.feedback@ocr.org.uk

OCR is part of Cambridge Assessment, a department of the University of 
Cambridge. For staff training purposes and as part of our quality assurance 
programme your call may be recorded or monitored. 

© OCR 2019 Oxford Cambridge and RSA Examinations is a Company 
Limited by Guarantee. Registered in England. Registered office  
The Triangle Building, Shaftesbury Road, Cambridge, CB2 8EA.  
Registered company number 3484466. OCR is an exempt charity.

www.ocr.org.uk

OCR Customer Support Centre

Looking for a resource?
There is now a quick and easy search tool to help find free resources 
for your qualification:

www.ocr.org.uk/i-want-to/find-resources/

Vocational qualifications
Telephone 02476 851509
Facsimile 02476 851633
Email vocational.qualifications@ocr.org.uk

mailto:resources.feedback%40ocr.org.uk?subject=
http://www.ocr.org.uk/expression-of-interest
mailto:resources.feedback%40ocr.org.uk?subject=
www.ocr.org.uk
http://www.ocr.org.uk/i-want-to/find-resources/
mailto:vocational.qualifications%40ocr.org.uk?subject=
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