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Grade Boundaries

What is a grade boundary?

A grade boundary is where we set the level of achievement required to obtain a certain
grade for the externally assessed unit. We set grade boundaries for each grade,
Distinction, Merit, Pass and Near Pass.

Setting grade boundaries

When we set grade boundaries, we look at the performance of every learner who took
the external assessment. When we can see the full picture of performance, our experts
are then able to decide where best to place the grade boundaries - this means that they
decide what the lowest possible mark should be for a particular grade.

When our experts set the grade boundaries, they make sure that learners receive grades
which reflect their ability. Awarding grade boundaries is conducted to ensure learners
achieve the grade they deserve to achieve, irrespective of variation in the external
assessment.

Variations in external assessments

Each external assessment we set asks different questions and may assess different parts
of the unit content outlined in the specification. It would be unfair to learners if we set
the same grade boundaries for each test, because then it would not take into account
that a test might be slightly easier or more difficult than any other.

Grade boundaries for this, and all other papers, are on the website via this link:
http://www.edexcel.com/iwantto/Pages/grade-boundaries.aspx

Unit 1: Information Technology Systems 31760H

Level 3

Grade Unclassified N p M

Boundary Mark 0 10 21 32
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Introduction

This was the second series of the new specification for Information Technology, and
as such, the second time that assessment has been via an externally set
examination rather than via centre based internal assessment.

The question paper followed the same format as the June 2017 paper and the
sample assessment materials published on the Pearson website. Four scenarios
were used for assessment; each scenario broken down into a number of questions
which assessed a range of specification topics. Candidates were expected to
demonstrate knowledge and understanding of the specification topics and apply
this knowledge to the given scenarios.

The intention is to offer as broad a coverage as possible for all areas of the unit
content. Questions have varying weightings attached to them, with 3 to 6 marks for
the lower demand questions and 6 to 12 marks for questions where an extended
response was required, such as discussion, analysis or evaluation.

Extended response questions were marked using a ‘levels based’ approach to
assessment. The overall quality of the response was considered rather than the
specific number of points gained. There was also a focus on the use of suitable
technical and vocational language and terminology within each response. Following
the difficulties some candidates had with extended response questions is June 2017
the number of this type of question was reduced from nine to five.

There was one diagram question on the paper and this was also marked using a
level based approach.

The remainder of the questions on the paper were assessed using a ‘points based’
approach, where candidates gained marks by identifying, for example, a benefit or
drawback related to the scenario and then gaining additional marks for giving
appropriate expansion(s).



Introduction to the Overall Performance of the
Unit

As in June 2017 some candidates coped well with the content, requirement and degree
of difficulty, however it would appear that others struggle to cope with this type of
external assessment.

Many candidates failed to read the questions carefully and therefore provided
responses which did not answer the question set and were therefore not mark worthy.

Others failed to gain all of the marks available on short response questions by not
looking carefully at the number of marks available for a question. The marks shown
in brackets on the paper indicate the number of points required in the response.

As in June 2017 only a minority coped well with the long answer questions, where
clear and detailed answers covering all sides of an argument or scenario were
required and in many instances learners showed lack of knowledge of the overall
specification content with many blank responses.



Individual Questions

Question 1

The scenario for this question was based around a home based accountant who
travels around the country to visit clients. He works on a laptop on which he stores
personal and financial information. The laptop is secured via a user name and
password.

Q1a

The question was considered to be very straightforward for the first question,
however responses were amongst the weakest on the paper.

Candidates were asked to identify one additional method that could be used to
secure access to the laptop.

The question was points based and candidates could gain one mark for identifying
a method and an additional two marks for the description. Many candidates were
able to identify a method, but were unable to ‘describe’ the method. Few candidates
referred to the initial saving of the biometric/security question answer etc. and the
consequent need to compare the input to the saved data before gaining access.

Some candidates identified biometrics which gained a mark, but then went on to
consider the advantages, presumably based on their experience of the June 2017

paper.
The following response gained one mark for identifying the two step verification

process. The candidate has identified the need for a response, but not that this
would be saved on the laptop and compared to the input.

Describe one other method Anderson could use to restrict access to his laptop.
(3)
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The following response gained all three marks.

The candidate has identified facial recognition for the first mark. They have then
gone on to describe the need ‘set a picture’ i.e. save the image for the second mark
and then ‘check the user’s face against the original and decide whether it matches’
for the final mark.



Describe one other method Anderson could use to restrict access to his laptop.
(3)
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Q1b

This question required learners to explain two advantages of using Ethernet cables
rather than wireless connections to connect a laptop to a home network. Wired and
wireless connections and their impact on IT systems is explicit in the Specification
and this should have been straightforward for candidates, however responses did
not reflect this.

The question was points based, with one mark being awarded for each correct
identification and an additional mark for a correct expansion of the identified point.

Although candidates did slightly better than in the previous question many gave
vague responses, often linked to security, with very few identifying a more stable
connection or greater bandwidth.

In some instances candidates gave more than two advantages without expansions
and were therefore limited to only two marks. Candidates must be made aware
that where two issues are requested only two can be credited.

The following response gained one mark.

The mark was awarded in the first part of the response for the correct identification
of the signal not being affected by external factors. There were no marks awarded
for the second part of the response.
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The following gained all four marks.

In the first part of the response the candidate has identified ‘reduce time data
packet takes to reach destination' i.e. faster data transmission and the expansion
mark is awarded for ‘will ultimately allow him to work faster’ i.e. improved
productivity. Given that positive marking is used the candidate is not penalised by
the reference to ‘faster over the internet'.

In the second part of the response the marks were awarded for improved security
and the expansion of making hacking more difficult.
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Q1c

The focus of the question was on the benefits of using a Virtual Private Network
(VPN) and as in the previous question two advantages were required with an
expansion mark for each.

Candidates regularly lost marks for citing a VPN as being ‘private’, clearly this is not
mark worthy as it is given in the title. Similarly many candidates lost marks for more
or less repeating the stem and saying that the VPN would allow him to access his
files while travelling. Others lost mark by providing descriptions of encryption, not
stating that the connection itself would be encrypted.

Some candidates considered costs, but not the reduced costs of using public
networks rather than paying for secure mobile connections.

The following response did not gain any marks.

There is nothing mark worthy at all in the first part of the response and whilst the
second part discusses costs these are very confusing and incorrect.

Explain two benefits to Anderson of using a VPN,
(4}
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This response gained three marks.

Part one provides two marks for identifying a secure connection and an expansion

of preventing unauthorised access.

The mark in the second part is awarded for ‘tunnel around the connection'.
However a second mark is not awarded for ‘privacy’ on its own, however had the
candidate cited ‘privacy when using shared computers’ an additional mark would
have been awarded.
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Q1d

The candidates were given an image showing a warning that a possible threat had
been detected on a laptop and the question asked how the features of ant-virus
software would protect against the threat.

A significant number of candidates responded by saying that the software would
give a warning, clearly this is not mark worthy as this was given in the image.

A large number focused on the need for installing anti-virus software, rather
than how the software would protect the computer. Few candidates showed any
understanding of the anti-virus monitoring activity using a database of
definition. The marks that were gained tended to be for scanning the
files/computers and the user opting to quarantine or remove the virus.

The following response gained one mark. The mark was awarded for ‘will look for
anything that shouldn’t be there’, which is just enough to imply ‘analyses the
behavior of the program’. The rest of the response is very vague and not mark
worthy.
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This response gained four marks. The first sentence is a repeat of the question and
therefore not mark worthy. However the candidate gained marks for:

e Request action from the user

e Give an option to quarantine the file
e Give an option to delete the file

e Scanthe computer

12
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Q1le

In this question candidates were asked to explain why websites use digital
certificates, three marks being available for any three appropriate points. The
processes and implications of using digital certificates are explicitin the
Specification however responses were extremely weak, with many candidates
failing to gain any marks.

The majority of candidates seemed to think that a digital certificate proves that a
site is secure and safe for people to input their bank details etc. There were also
many references to viruses Very few referred to the authenticity/ownership of the
website or that the information provided is genuine.

This response did not gain any marks. Typical of many responses the candidate has
discussed security in some detail.
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This following response gained two marks. They have identified that the website
can be trusted and that it is legitimate company website.
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Question 2

The scenario for the question was a small high street store and the owner’s plans to
start using online systems to assist her business.

Q2a

With the focus on social media there were two parts to this question, status
updates and data analysis tools and how they could be used to assist the business.
The responses to status updates were significantly better than data analysis tools.

Many candidates correctly identified status updates being used to inform
customers about new products / events etc. and they often gained the second mark
for the impact i.e. increased sales and improved brand image.

Many candidates failed to gain any marks for data analysis tools by assuming that
the analysis of the social media would include information about sales and profit.
Others gave responses about the number of ‘likes’ or numbers of people ‘following/,
these do not require data analysis tools and were therefore not mark worthy.

This response gained one mark in status updates for ‘let them know what offers
were on'. The data analysis tools response typically concentrates, incorrectly, on
sales analysis.
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This response gained all four marks.

Status updates refers to ‘recent’ changes’ and carries on to give a very good

explanation of the impact on this in attracting her audience and increasing sales.

The candidate has correctly identified that data analysis tools will provide
information about her customers including age, location and gender, they have
then gone on to give a very good expansion about using the information to develop

marketing campaigns and targeting her audience.
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Q2b

The focus of this question was on the owner’s intention to create a podcast and the
impact of file types when making it available to download. Both file types and
podcasts are explicit in the Specification, however responses were weak with many
candidates gaining only one of the three marks available.

Where marks were gained it was often for recognizing the need for using a
common file type, or a small file size, however few were able to expand upon these.
There were many who cited ‘using MP3', but no reasons were given. Compression
was also a frequent response but not mark worthy in this context. It was also
apparent that some candidates are unsure of what constitutes a podcast and many
referred to video files.

It must be stressed to candidates that they should look carefully at the number of
marks available for a question, in order to determine how many points are required
in responses.

The following response gained one mark for ‘not all devices will accept the
download’, however the expansion mark was not awarded as ‘must ensure file size
is compatible’ is incorrect. Had the first mark not been awarded the candidate could
have been credited for ‘download takes a lot of storage ... reasonable file size'.
However this is a second ‘way’ and as only one ‘way’ is asked for this cannot be
credited.
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This response gains three marks. The candidate has identified he need for a

universal file, so that it can be used on any device and the consequence of losing

potential customers.
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Q2c

The focus of this question was the move to creating an online store and subscribing
to an online service to host the website and data.

Many candidates became confused and assumed that the service would take over
the running of the business, including the online store. There was also an
assumption that the host would take complete control, removing any decision
making from the owner.

Many picked up on the ‘subscription’ element, however they then failed to consider
any resultant savings that would be made and discussed the impact of the
subscription on profits in isolation.

There were however several reasonable responses which identified that passing on
the hosting of the website and data would leave the owner to get on with running
other elements of her business to which she was better suited and also that the
website would be maintained to a higher standard by the professionals who were
acting as hosts.

The following response did not gain any marks and was typical of many seen. The
candidate has confused the hosting of the website with running the online store as
opposed to having just a high street store.
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This response gained three marks for an explanation including reduced initial/set
up costs, compared to subscription service, as hardware and software would not be
needed
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Q2d

This was a very straightforward question describing how verification and validation

would be used to ensure that a password entered is suitable.

There was clearly confusion between the two techniques by some candidates and
many simply described the composition of a strong password. Very few were able

to correctly identify appropriate validation rules and where they did were generally

unable to identify that these were pre-set.

Responses for verification were generally better with many citing re-entering the

password, although often the reason given was incorrect.

The following response was awarded one mark for identifying the need to re-enter

the password in verification. The validation explanation is a weak attempt on the

need for a strong password.
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This response gained all four marks. The candidate has identified in the verification
response the need to re-enter the password and also to ensure that the two entries

match.

In validation they have identified that it needs to meet ‘restrictions’, implying pre-set

rules and that it must be of the correct length.
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Q2e

This question was the first level based question on the paper and many candidates
gave vague, unstructured responses which failed to show any real understanding of

the topic. Those who gave more structured responses tended to score higher
marks.

The focus was on the impact on stock control of selling both instore and online.

Many candidates did not consider that the two different sales methods would have

different impacts on stock control, let alone the impact of having two systems
working simultaneously. Structured consideration of issues relating to the two
systems would generally have put the responses into the middle mark band,

discussing both together would have taken this up into the higher mark band.

This response was assessed in the lower mark band. There is a vague (implied)

acknowledgement that it is possible to sell stock online that is actually not available,
and a vague reference to the possibility of a physical stock check in store. However
the response is very vague and shows no logical chains of reasoning, with very little

technical language used.
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This response was assessed in the top mark band. The candidate has acknowledged
that the sales will increase, giving a good explanation of why this will occur in terms

of online sales. They have also discussed in some detailed the need for an

automated stock control system. There is a consideration of the sort of information
that the system would provide and how this could be used to ensure supply meets

demand, including a reference to a real time system. The candidate has also
considered that both too much stock and too little stock can cause issues.

The response uses technical vocabulary and has presented a balanced range of

relevant issues using coherent and logical chains of reasoning.
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Question 3

The scenario for Question 3 was based on a parcel collection and delivery service,
where customers book online collections online. Collections are recorded using
hand held devices and information is fed back to the company’s database. Parcel
tracking is possible using the company’s website.

Q3a

The first question required candidates to draw a diagram showing the parcel
collection and tracking system. ‘Diagram’ in some instances was very loosely
interpreted by candidates to the extent that they produced only a written narrative
of tasks to be carried out, unfortunately these were not considered mark worthy.
Some candidates produced flow charts, whilst these were not generally
appropriate, marks were awarded where possible.

As with written responses, candidates who produced diagrams showing structure
generally scored much higher marks than those who did not.

Candidates must look at the guidance given in the question as to what will be
credited in the diagrams. In this instance candidates should have included:

e devices and systems

e connections between devices
e flow of data

e annotations.

Few included all aspects and where the flow of data was included it was often only
shown to be in one direction, rather than a two way flow as would be expected in
some parts of the system.

This candidate failed to gain any marks as a narrative does not constitute a
‘diagram’

Use this space to draw your diagram for Q3a.
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This response was placed in the lower mark band.

The flow chart shown on the left was not considered mark worthy, as no devices or
systems are shown.

The diagram on the right identifies only the driver’s device and the customer’s
computer. There is one reference to a connection between the two devices. There is
no data identified or data flow.
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This candidate was assessed at the top of the middle mark band.

They have identified most of the main systems i.e. driver scanning the label with a
multifunctional device, company’s network/database, GPS. Some connections are
shown. Appropriate data is shown with some attempt at data flow, although
generally only in one direction. There are annotations to explain the system.
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Q3b

This question asked candidates to discuss the factors to consider when deciding on
backup and recovery procedures and was one of the better answered questions on the

paper.

The majority of the candidates managed to identify two or three of the factors to be
considered, but discussions were not always clear and there was little evidence of
technical language. A significant number did consider the location of back up and most
considered security. Very few candidates were able to identify frequency, timing or
types of backup as being the main considerations, with even fewer including any
discussion on outsourcing as opposed to self-management.

Many candidates lost marks in this question by considering Manuel’s personal data as
opposed to his business data, and suggesting USB drives, and similar devices, as
suitable for backing up commercial data.

The following response was placed in the lower mark band. The candidate has
briefly mentioned cost of hardware and training. However there are no chains of
reasoning and the overall response shows superficial understanding.
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This response was placed in the upper mark band. The candidate has considered
several factors including timing, frequency, software, training and security. The
discussion uses technical vocabulary and shows coherent and logical chains of
reasoning and full awareness of the issues.
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Q3c

Candidates were asked to explain what is meant by the term ‘phishing’. In order to
gain any marks they had to identify an attempt to gain personal/sensitive
information, two additional marks being available for appropriate expansions, the
majority gained two of the marks.

The following response did not gain any marks. Typical of many responses the
language used is inappropriate e.g. the use of terms such as ‘fake stuff’ and ‘scams’,
and not what would be expected at this level. The candidate has mentioned fake
parcel collection/delivery companies but has not put this in the context of an
attempt to gain personal information.

Three marks were awarded for the following response. The candidate has identified
the attempt to gain personal information, by using a link in an email to carry out
fraudulent activities.
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Q3d

Given the knowledge shown about phishing in question 3c it was very disappointing
to read the responses to this question, where candidates were required to describe
one way to reduce the risk from phishing with many failing to gain any marks. The
marks were in the main lost by candidates not giving clear responses which, once
again, often used inappropriate terminology.

This response gained one mark. The candidate has gained the mark for ‘not clicking
on links... in emails.... he has never seen'. The final part of the statement being very
vague indeed but just enough to interpret as ‘unsolicited emails’. The second part of
the response could be considered as an attempt at reading the content to judge
whether the contents are legitimate, however this would be a different marking
point and not an expansion on the first issue identified and therefore not mark
worthy.
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This response gained two marks. The candidate has clearly identified the checking
of the email address (the source of the email) to ensure it is legitimate.
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Q3e

This was a very poorly answered question. Candidates were asked to discuss the
factors that should be considered when implementing a new server. The question
clearly stated that the server had already been purchased and therefore costs and
specification of the server were not relevant, unfortunately a large proportion of
candidates focused entirely on these points

A small number of candidates produced good responses describing how parallel
running or phased implementation would benefit the organisation, along with good
discussions about the effect of downtime.

There were very few responses that considered any form of testing of the new
system or planned implementation such as parallel running or phased
implementation.

This response was placed in the lower mark band. They have identified issues
relating to the disposal of the old server, and has briefly mentioned the need for
security on the new server. There are no chains of reasoning and understanding is
superficial.
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The following response was assessed at the lower end of the top mark band. The
candidate has discussed security of the new server, backup procedures that should
be putin place, location of the server and downtime during changeover all in some
depth. Whilst some of these decisions may, in the ‘real world’ have been made in
when purchasing the new server, the candidate has correctly identified them as
factors to consider.
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Accurate technical language has been used to support the arguments and logical

chains of reasoning are used. To move to the higher mark band the learner would

need to
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Question 4

The Scenario for this question was based around a charity that supports students in
developing countries, with unequal access to technology compared to those in
more developed countries

Q4a

The question was level based with ten marks available for candidates to discuss the
immediate and long term impacts of unequal access to IT.

They were given three areas to consider:
e communication networks
e up-to-date technologies
e educational resources.

Many candidates made a good attempt at the question and produced reasonable
responses, achieving more success than on other questions in the paper. The
higher level responses did not always cover all aspects, which was acceptable as
they were able to discuss enough to show a full awareness of the issues in relation
to the scenario.

Those that achieved the higher marks produced structured responses taking each
of the areas given in turn and considering both medium and long term impacts for
each. They used coherent chains of reasoning and technical vocabulary throughout.

Those that achieved marks in the lower mark band were able to identify some
issues, although they often discussed issues which were not always relevant to the
scenario, showing superficial understanding. Their responses tended to be either
very brief or unstructured, longer, ‘rambling’ discussions.

The following response was marked in the lower mark band and is typical of many
responses at this level, showing very superficial understanding.

They have more or less re-written the question in the initial sentences and then
have gone on to identify factors relating to the lack of educational resources. There
is a very limited reference to communication but no mention at all of
communication networks. There is also a very limited reference to longer term
issues i.e. careers.
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The following candidate was awarded marks at the top of the middle mark band. All
three areas identified in the question have been discussed although in the main the
discussions lack depth

They have discussed educational resources and the immediate and long term effects
on both the students and the country as a whole. Towards the end of the response
the candidate has added to the educational aspects linking it back to the out-of-date
technologies. They have also discussed the short term effects on the students of lack
of communication networks, the long term impact is not considered.

The student has added a conclusion, which is not necessary in a ‘discuss’ question,
although clearly points made will be considered in awarding the marks.
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Q4b

The question continued with the same scenario, however in this part candidates
were required to evaluate Shayan'’s decision to use a Command Line Interface (CLI)
rather than a Graphical User Interface (GUI) to access educational material stored
on the charity's server, accessed via repurposed old computers.

Many candidates showed little understanding of CLIs with slightly more
understanding of GUIs evident. However those that did understand focused on the
difficulty of their use in general, missing the point given in the scenario of using old,
repurposed computers. This generally limited them to the lower mark band.

In the main discussions focused on ease of use of GUIs as opposed to CLls, very few
candidates considered performance of the server or old computers and the
benefits of CLIs in this scenario.

The question was level based with twelve marks available for candidates to evaluate
Shayan’s decision. As an ‘evaluate’ question a conclusion is expected to achieve
marks in the middle and higher mark bands. However it should be noted that the
evaluation does not necessarily have to presented as a separate paragraph at the
end of the response, candidates will be credited for evaluative comments made
throughout the response.

It was pleasing to see that candidates who showed understanding were often
willing to disagree with Shayan’s decision and backed this up with well-reasoned
discussions.

The following response was placed in the lower mark band.

The candidate has talked about the difficulties of using CLIs for inexperienced
users, ease for more experienced users and overall ease of use of GUIs. There is no
real reference to the scenario, just a general impression that users will be
inexperienced.

A conclusion is present which disagrees with Shayan’s decision based on ‘most
people not having experience of a CLI'. A conclusion is not required at this level, but
the detailed included throughout the response is not enough to move the work up
to the middle mark band.
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The following was one of the best responses seen across the whole paper and was
placed in the top mark band.

The candidate shows a good understanding of CLIs and GUIs. There is detailed
discussion about the benefits of CLls, initially not just from the point of ease of use
but also on performance in relation to memory and processing speed, which is then
linked into the scenario in terms of up to date computers. The candidate does go on
to discuss ease of use and the drawbacks of CLI.

The discussion is structured and the wide ranging issues are presented in a
coherent and logical order, using technical language throughout.

The conclusion, which is largely presented at the end is comprehensive and
supports evidence presented in the main body of the response.
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