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General Marking Instructions

Introduction 
Mark schemes are published to assist teachers and students in their preparation for examinations. Through 
the mark schemes teachers and students will be able to see what examiners are looking for in response to 
questions and exactly where the marks have been awarded. The publishing of the mark schemes may help 
to show that examiners are not concerned about finding out what a student does not know but rather with 
rewarding students for what they do know.

The Purpose of Mark Schemes
Examination papers are set and revised by teams of examiners and revisers appointed by the Council. 
The teams of examiners and revisers include experienced teachers who are familiar with the level and 
standards expected of students in schools and colleges.

The job of the examiners is to set the questions and the mark schemes; and the job of the revisers is to 
review the questions and mark schemes commenting on a large range of issues about which they must be 
satisfied before the question papers and mark schemes are finalised.

The questions and the mark schemes are developed in association with each other so that the issues of 
differentiation and positive achievement can be addressed right from the start. Mark schemes, therefore, 
are regarded as part of an integral process which begins with the setting of questions and ends with the 
marking of the examination.

The main purpose of the mark scheme is to provide a uniform basis for the marking process so that all the 
markers are following exactly the same instructions and making the same judgements in so far as this is 
possible. Before marking begins a standardising meeting is held where all the markers are briefed using 
the mark scheme and samples of the students’ work in the form of scripts. Consideration is also given 
at this stage to any comments on the operational papers received from teachers and their organisations. 
During this meeting, and up to and including the end of the marking, there is provision for amendments to 
be made to the mark scheme. What is published represents this final form of the mark scheme.

It is important to recognise that in some cases there may well be other correct responses which are equally 
acceptable to those published: the mark scheme can only cover those responses which emerged in the 
examination. There may also be instances where certain judgements may have to be left to the experience 
of the examiner, for example, where there is no absolute correct response – all teachers will be familiar 
with making such judgements.
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1 Serial Data transmission 

 (a)  Simplex
 
 (b)  Half duplex

 (c)  Full duplex  

 Each correct answer = 3 × [1] [3]

 (d)  In synchronous serial data transmission the signals on the data lines are valid 
when a clock signal, used by both the sender and receiver, assumes a 
predefined state. When this state is reached, both the sender and receiver have 
agreed that transmission of data may take place. The signal may be delivered 
on a line separate from the data transmission line. Various codes are sent to 
enable the transmission to take place properly and accurately.  One such code 
is SYN which starts the process by synchronising the sender and receiver. 
The receiver will acknowledge it is ready to receive data by sending the code 
ACK (or if it is not ready by using the code NAK). The data packet is sent 
and framed by various other codes which include SOH (start of header), STX 
(start of text), ETX (end of text) and BCC (block cyclic check).

  Each word correctly chosen = 6 × [1] [6] 9

2 Functions of a network card
 • Receives data from other network cards in the LAN
 • Converts data into electrical signals
 • Receives electrical signals and converts them into data
 • Determines which computer is to receive which data
 • Controls the flow of data through the connecting cable
 • Identifies the nodes with its MAC address

 Any 3 functions × [2] [6] 6

3 (a)  Coaxial Cable [1]

 (b) Bus network  [1]

 (c)  There would be a collision. Both computers will back off and attempt to 
resend at two new random times  [2] 4 
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 Each correct answer = 6 × [1] [6] 6

5 (a)  Client server features
  • Very fast processor + description (e.g. to service many users)    

 • Large disk drive capacity + description (e.g. to handle multiple requests)    
 • Network Operating System + description (e.g. to allow multiprogramming)

  • Redundancy (in power and file storage) built in 
  • Applications can be accessed by an individual client 
  • Any other valid feature + description    

   
  Any 3 features plus description of each = [1] × 3 + [1] × 3  [6]

 (b)  Client server benefits
  • The fast, high specification machine provides……..<benefit>
  • It oversees network management tasks 
  • It can hold software for use within the network 
  • It allows easy network management
  • Shares resources
  • Any other suitable benefit

  Any 3 benefits × [2] [6] 12
 

6 Digital communication methods use a variety of naming conventions. 
 The domain name is a component of a Uniform Resource Locator (URL) used to 
 access web sites. 
 An example of a URL is http://www.sample.net/index.html 
 An example of a top-level domain name is .net. 
 A second-level domain name is sample.net while an example of a host name 
 is www.example.net.

 Each correct phrase = 5 × [1]  [5] 5

Star based networks use routers to manage user 
accounts.

false

Peer to peer network computers allow users to share 
resources with other users.

true

In star networks if one computer fails then all 
computers are affected.

false

Hybrid networks are a mixture of bus and star based 
systems.

true

Bus based networks are best used when many 
computers require to be networked.

false

Baseband signalling is used on bus based topologies. true
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7 (a)  www.bbc.com

 (b)  the network manager’s computer 

 (c)  a router

 (d)  Either the router does not respond to commands such as tracert or as a security 
measure protecting against Denial of Service (DoS) attacks.

 (e)  The IP address of the URL is displayed at hop 12.

 Each correct answer = 5 × [1]  [5] 5

8 Voice over IP ……… E
Private IP addresses ……… B
A switch……. F
When playing network games over the Internet……. C
A proxy server……… A
DNS……… D
Bandwidth…….. G

 

 
 Each correct answer = 5 × [1]  [5] 5

9 (a) MAC

  Media Access Control – hardwired physical address identifying 
(typically) the network card [2]

 (b) IP addressing

  Logical address allocated to a node (statically or dynamically) that is 
used a security measure to prevent the address of the node being disclosed 
onto the Internet [2]
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 (c) ARP address

  Address Resolution Protocol – set of rules used to determine the address 
of a node inside a network.

  ARP is used within a LAN to identify the MAC address belonging to the IP 
  address. One computer A may want to send a message to computer B and 
  this needs the MAC address of B. (It may already have this address stored in 
  its ARP table). If it is not stored (and thus not known) then A will broadcast 
  to all computers on the LAN requesting the owner of the MAC address 
  (belonging to the IP address). B will respond giving its MAC address.

 
 

      [6] 10

Level of response Marking criteria Mark 
band

Excellent The candidate describes correctly, and in 
detail, all the issues surrounding ARP. 
Their use of spelling, punctuation and 
grammar are excellent and clearly legible. 
Their discussion shows a very wide 
knowledge of the issues.
Their discussion uses an excellent form and 
style.
Their discussion is highly coherent and 
is very well organized and they use the 
specialist terms IP and MAC correctly.

[5]–[6]

Good The candidate describes correctly the issues 
surrounding ARP. 
Their use of spelling, punctuation and 
grammar are good and legible. 
Their discussion shows a good knowledge 
of the issues.
Their discussion uses a good form and style.
Their discussion is coherent and is well 
organized and they use the specialist terms 
IP and MAC correctly.

[3]–[4]

Poor The candidate describes few issues 
surrounding ARP. 
Their use of spelling, punctuation and 
grammar is weak and may not be very 
legible. 
Their discussion shows little knowledge 
of the issues.
Their discussion uses a poor form and style.
Their discussion is not coherent and is 
unorganized and they use few (if any) 
correct specialist terms.

[1]–[2]
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10 (a)  Wireless Access Points
  These are locations at which the wireless signal is sent to all receiving stations.   

    [2]
 (b)  Wireless standards
  These are the set of approved rules which govern the transmission and 

reception of wireless signals, e.g. 802.11b/g [2]
 
 (c)  Security 
  Wired Equivalent Privacy is a standard network protocol that adds security to 

802.11 Wi-Fi networks at the data link layer (OSI model Layer 2). It was 
designed to give wireless networks the equivalent level of privacy protection 
as a comparable wired network. However, the underlying technology behind 
WEP has been demonstrated to be relatively insecure compared to newer 
protocols like WPA. WEP utilises a data encryption.

  WPA is a security technology for Wi-Fi wireless computer networks. WPA 
improves on the authentication and encryption features of WEP (Wired 
Equivalent Privacy). In fact, WPA was developed by the networking industry 
in response to the weaknesses of WEP. WPA provides stronger encryption. [4]

 (d) Wireless Range
  Wireless access points use radio waves to transmit. 
  The antenna is usually visible but can be blocked. 
  (Avoid obstacles, interference, metal, large amounts of water)
  The antenna focus is omni-directional (i.e. radiates horizontally all round).  [4] 12

 
11

 Each correct response = 6 × [1]  [6] 6

 

Firewalls hide IP addresses using NAT. true
Firewalls can be both hardware and software. true
Firewalls prevent unauthorised access to or from a private network. true
All messages entering or leaving an intranet should pass through the 
firewall.

true

A firewall recognises if the network is bus, star or ring. false
A firewall records users’ passwords false
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12 Cabling

 Terms mentioned should include:

  • Cable names i.e. coaxial, twisted pair, fibre optic, wireless
  • Properties of each
   ○ Coaxial – used in baseband systems 
   ○ Twisted wire pair – used in star based systems
   ○ Fibre optic – used in broadband systems
   ○ Wireless
    – Features of wireless networks
     ▪ Security
     ▪ Speeds of transmission
     ▪ Bandwidth
  • Bandwidths 
  • Reliability – interference
  • Installation difficulties
 

Level of response Marking criteria Mark 
band

Excellent The candidate describes correctly, and 
in detail, all the issues surrounding data 
transmission in LAN. 
Their use of spelling, punctuation and 
grammar are excellent and clearly legible. 
Their discussion shows a very wide 
knowledge of the issues including data 
transmission rates, cost and suitability.
Their discussion uses an excellent form 
and style.
Their discussion is highly coherent and is 
very well organized and they use a wide 
range of correct specialist terms.

[7]–[10]

Good The candidate describes correctly the 
issues surrounding data transmission in 
LAN. 
Their use of spelling, punctuation and 
grammar are good and legible. 
Their discussion shows a good knowledge 
of the issues including data transmission 
rates, cost and suitability.
Their discussion uses a good form and 
style.
Their discussion is coherent and is well 
organized and they use a range of correct 
specialist terms. 

[4]–[6]
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Poor The candidate describes few issues 
surrounding data transmission in LAN. 
Their use of spelling, punctuation and 
grammar are weak and may not be very 
legible. 
Their discussion shows little knowledge 
of the issues including data transmission 
rates, cost and suitability.
Their discussion uses a poor form and 
style.
Their discussion is not coherent and is 
unorganized and they use few correct 
specialist terms.

[1]–[3]
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13 Ethernet

 The answer should be structured using the following sections:

 • Initial developments in bus based systems
  ○ Baseband
  ○ Modulation
  ○ Speed
  ○ Coaxial cable
  ○ Segments
  ○ Nodes
  ○ Frames
 • Standards and technical terms used in these systems
  ○ CSMA/CD 
  ○ Limitations 
   – half duplex 
   – use of repeaters, bridges
 • Evolution to current systems
  ○ Switched Ethernet
  ○ Twisted pair and fibre optic cables
  ○ Speeds
  ○ Full duplex – no collisions
 

Level of response Marking criteria Mark 
band

Excellent The candidate describes correctly, and in 
detail, all the issues surrounding Ethernet. 
Their use of spelling, punctuation and 
grammar is excellent and clearly legible. 
Their discussion shows a very wide 
knowledge of the issues.
Their discussion uses an excellent form 
and style.
Their discussion is highly coherent and is 
very well organized and they use a wide 
range of correct specialist terms.

[7]–[10]

Good The candidate describes correctly the 
issues surrounding Ethernet. 
Their use of spelling, punctuation and 
grammar is good and legible. 
Their discussion shows a good knowledge 
of the issues.
Their discussion uses a good form and 
style.
Their discussion is coherent and is well 
organized and they use a range of correct 
specialist terms.  

[4]–[6]
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surrounding Ethernet. 
Their use of spelling, punctuation and 
grammar is weak and not be very legible. 
Their discussion shows little knowledge 
of the issues.
Their discussion uses a poor form and 
style.
Their discussion is not coherent and is 
unorganized and they use few correct 
specialist terms.

[1]–[3]

100Total

      [10] 10



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.3
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


