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1 In homes with wireless computer networks there are advantages for various
family members. Describe two advantages a home wireless network would | Marks _ Remark_
provide for the home user.

Advantage 1

Advantage 2

[4]

2 Each of the following statements about network cards is either TRUE or
FALSE. Insert the word TRUE or FALSE in the space opposite each
statement about network cards.

It allows data to be passed from node to node.

It works as a router.

It needs to be inserted directly onto the computer’s
motherboard.

It holds an address called the Media Access Control
Address (MAC).

It creates an internet user’s [P address.

It is needed when setting up a peer to peer network.

[6]
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3 Asynchronous data transmission between two devices involves processes
known as handshaking and parity checking. |_Marks | Remark_

Explain the meaning of the following terms:

(a) Asynchronous

(b) Handshaking

(¢) Parity checking

[6]
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(a) Describe two advantages of using client server networks.

Advantage 1

Advantage 2

[4]
(b) Describe two disadvantages of using client server networks.
Disadvantage 1
Disadvantage 2
[4]
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In the following table there are statements that should appear in a

company’s acceptable use policy (AUP). These govern the use of networks

and the Internet. Insert a tick (v) beside each statement which should

appear in the AUP.

A statement about restrictions on how to use the Internet for
personal purposes.

A request that unsuitable material should not be accessed.

Obligations of users regarding the Computer Misuse Act.

A statement about the monitoring of staff Internet usage.

A reminder that all material accessed on the Internet is
available for employees to download.

A statement that the normal rules of copyright do not apply to
Internet usage in the company.

A statement telling users the company’s procedure for
passwords.

A statement of the legal implications of improper Internet use.

A statement of Internet policy that an employee must accept
before being allowed to use the Internet.

The roles of the senior managers in the organisation with

regard to employees’ work hours and duties.

[7]
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6 Network managers have to be aware of many dangers that may impact on
network security including computer viruses, worms, Trojan horses and |_Marks | Remark |
Denial of Service attacks.

Apart from these threats, discuss other threats to network security the
network manager must consider.
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7 A person has set up an e-mail account and is accessing the account using a

8701

handheld device. The settings on the device are shown below.

User name Password
user@email.com| | ks
POP3 server SMTP server

pop3.email.com

smtp.email.com

port port

110 25

Security type Security type
SSL TLS

Explain the meaning and purpose of the following:

(a) User name

(b) Password

[2]

[2]
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(c) POP3 server and port 110

[4]
(d) SMTP server and port 25

[4]
(e) Security type

[4]
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An organisation planning to set up a network requires advice on the
following issues:

e LAN topologies;

e Hardware requirements including network cards (NIC), cables, file
servers;

e Cabling including coaxial, twisted pair, fibre optic;

e Hubs and switches.

Give the organisation advice on these issues before it attempts to implement
the network.

10
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[10]
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9 The following statements about static and dynamic addressing are either
true or false. Insert the word TRUE or FALSE beside each statement below. |_Marks | Remark |

STATIC ADDRESSING

allocates a permanent IP address which allows a device
connection to the Internet.

of devices ensures safety from attack from outside an
organisation.

DYNAMIC ADDRESSING

1s allocated on demand.

can be used with NAT to ensure that devices can only
be seen within an organisation.

[4]
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10 Describe the main characteristics of Bluetooth and infrared wireless
technologies.
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When an employee searches for a web page on the Internet a series of steps
must be followed in order to retrieve the requested web page.

Insert the correct words or phrases into the following sentences from the list
below. Each word or phrase can only be used once.

DNS server browser manage opens locate
views e-mail requested individual application
The user’s requests the web page address (URL). The
request is passed to the which will

the IP address using Address Resolution Protocol (ARP). The IP address is

sent back to the user’s browser. The user’s browser requests the web page at

this IP address. The page is returned to the browser.

The user the web page. [5]

16
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12 A multi-national company is having a discussion on whether its policy on

8701

sending salespeople to countries abroad should be revised in favour of using
video conferencing. Describe the main advantages and disadvantages of
face-to-face contact compared to the new policy of video conferencing
which is being considered.

18
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[10]
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13 Employees of a company travel between offices using roaming laptops to
access the company’s Local Area Network through the Internet. This is
possible by the creation of a Virtual Private Network. With reference to the
diagram below explain how this works.

roaming laptop

Internet - |

company LAN

server A
server B

[4]

THIS IS THE END OF THE QUESTION PAPER
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